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ABSTRACT

Conventional software development and delivery methods like the Waterfall
method are becoming obsolete rapidly. This has paved the way for a new era of
DevOps, i.e., Continuous Integration(Cl), Continuous Testing(CT), and Continuous
Delivery and Deployment (CD)with as little human interaction as possible, thus,
replacing the quarterly, bi-annual, or annual releases with multiple deploymentsin
aday.

Application Managed Services(AMS)focuses on providing services, such as
incident management, problem management, and change management. This
white paper focuses on the AMS projects that are evaluating and implementing
CI/CT/CD with the Information Technology Service Management (ITSM)and
Information Technology Infrastructure Library(ITIL) processes, thus using DevOps
to make the ITSM processes leaner.

The white paper helps you understand precisely what CI/CT/CDis, how it is
beneficial for AMS, and how its usage can be amplified in AMS. We will also discuss
various processes and technologies that help increase the use of CI/CT/CD in AMS.
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1. THE STORY SO FAR

Frameworks and standards are an excellent way

fororganizations to showcase their capabilities.

Afewexamplesof these frameworksare ITIL, Six
Sigma, and CMMI.

ITSMreferstotheimplementation of quality IT
servicesthat meet business needs through
effective collaboration of the right people,
processes, andinformation technology. Every
running IT system canbe calledas|TSM. It
includes planningand managing changes
without causingany disruptioninbusiness.

ITIL definesaset of best practicesfor ITSM. It
focuseson:

« ProvidingIT servicesthat fulfill customer
needs.

« Improvingthe quality of IT services by
managing the availability and capacity of
resources.

« Maintaining the continuity of processes.

« ReducingthecostofIT deliveries by
minimizing the wasted effort.

« Gettingtherightthingsdoneattheright
time.

ITILhasbeensuccessfulasaresult of its
vendor-neutraland non-prescriptive nature. It
enablesorganizationsto delivervalue and
integrate service strategy, business strategy,
and customer needs. Furthermore, italso
enablesthe adoption of astandard approachto
service managementand optimizes the cost.

The Best of Both Worlds

Nowadays, organizations have shifted their
focustodeliveringapplicationsand servicesata
highervelocity(by evolvingandimproving
productsatafasterpace)than traditional
software developmentandinfrastructure

management processes. The concept of CI/CT/
CDconcentrates onsavingmoney and
resources, and delivering scalable systems. It
alsoaligns|IT performance, andresponsiveness
tobusinessthrough speedy softwarereleases.

Havingunderstood the ITSM/ITILand CI/CT/CD
processes, it'stime tocombine themtoenhance
their capabilities.

Afew benefitsthat canbe achieved asaresult of
thisare:

« Fastertimetomarket.

« Rapiddelivery of featuresand fixes for
incidents.

« Higherconfidence while moving
emergency fixes to production.

« Betterservice availability.

« Earlyevaluation of potential threats.

. Reducedrisks(risksassociated with
updatesto complexsystems).

« Earlydetectionofrootcauseand
respective workarounds for existing
issues.

« Automation of repetitive procedures
duringadeployment.

« Robustworkflow toensure that the
servicelifecycleundergoes proper
implementation.

« Regularfeedback from customersthat
helpsinimproving the quality of the next
releases.

Aswe cansee, the wholeis greaterthanthe sum
of its parts.
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2. THE WAY FORWARD IS TOGETHER

Companiestodayneedtointegrate ITSMand
DevOpstomanage customerrequirements
effectively. The stability provided by ITSM
enhancesthe processof CI/CT/CD.

What is AMS?

AMS can be definedas the following:

« Asetofspecialized organizational
capabilities for providing value for
customersinthe formof services.

« Aprofessional practice supported by
knowledge, experience, and skills that
focusesonaservice-oriented approach.

Theact of transforming capabilitiesand
resourcesintovaluable servicesformsthe core
of service management. Let ussee how CI/CT/
CDcanbeachievedin AMS.

What is CI/CT/CD?

Continuous Integration refersto combining
the work of individual developersinarepository
like GitHub and Visual Studio Team Services.
Thisisdone several timesaday toencourage the

early detection of bugs, thusreducing the
integration costs.

Continuous Testingreferstoearlyand
continuous testingacross the applicationlife
cycle.Itleadstoreduced costs, shortened
testing cycles, and continuous feedback on
quality. Thiscanbe achieved by automated
testingand service virtualization(simulation of
production environment).

Continuous Deliveryisanextension of
Continuous Integration that focuseson
releasingnew changes quickly, i.e., automating
therelease processanddeploying the
application with the click of a button. With
Continuous Deployment, every change that
passesallthe stages of the production pipeline
isreleased tothe customer. Itincreases
customerinvolvement toagreat extent, thus
accelerating the feedbackloop that leads to
continuousimprovementin the application.

Figure 1shows how ITIL processes(incident
management, change management, and
demand management)and DevOps canwork
together:
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Clandtesting naturally
lead to the practice of CD,
i.e., the processof
automating the
deployment of software
totesting, systemtesting,
staging, and production
environments.
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3. Cl/CT/CDin AMS

Theinteraction of the Knowledge Management
Toolsetwith the Incident Management Toolset
and Project Management Toolset can be
understood from Figure 2. The Incident and
Project Management Toolsets and development
machines store datainaDataRepository Server,
fromwhere the datagoes for Auto Build, Auto
Deploy, and Auto Testing.

Figure 2 shows how AMS can beintegrated with
the DevOpsenvironment:

« Clallowsalargeteamof developers
working on cross-technology
components at multiple locations to
deliversoftwareinanagile manner. To
achieve Continuous Integration, you
must keep in mind the following points:

- Arepository equipped with version
controlmanagement, such as Git,
VSTS, or SVN must be used.

- Allthecommits must be pushedtoa
single development branch.

- Alltheunit/systemtestsshould be
executed onthe committed code.

- On-premisetools(suchasGitLabCl,
TeamCity, Bamboo, GoCD, Jenkins,
and Circle Cl)or Cloudbased tools
(suchas BitBucket Pipelines, Heroku
Cl, Travis, Codeship, Buddy Cl, AWS
CodeBuild)must be used.

Slave Build
Machines

g om(E T |
® BAZ—
Auto Build

Project Management

Toolset

Data
Repository

Server
- ;—1

Development Machine
1...nnodes

Figure 2: Integration to utilize DevOps environment
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CT canbeachieved by testenvironment
provisioning and configuration, test data
managementandintegration, functional
performance, and security testing. All
the unit/system tests are executed again
at the application-level production
environment. Thereafter, the application
isdeployed onanenvironment that
mimics the production environment.

Before startingwith CT, the following
prerequisites mustbe met:

- Aplanningtoollike JIRAfortracking
changes.

- Aversioncontrolsystemlike GitHub.
- Abuildtoollike Jenkins or Bamboo.

Atestingtoollike gTest Pulse that
providestestvalidationagainst JIRA
issuesand connectstothe source
coderepositories. Afew otheropen-
source tools for continuous testing
suchas Selenium Automation
Framework, Appium, and Cucumber.

Clandtesting naturally lead to the
practice of CD, i.e., the process of
automating the deployment of software
totesting, systemtesting, staging, and
production environments. Afew other
toolsavailable forCDare ElectricFlow,
Octopus Deploy, and DeployBot.

Auto Testing
1..n



4. BENEFITS OF CI/CT/CD IN AMS

1. Periodic Discovery

It helpsindetecting potential threatsatanearly
stage thatleadsto finding the root cause and
identifyingworkarounds at the right time. This
considerablyreducestherisksassociated witha
complexsystem. The automated discovery of the
configurationchanges makesit possible to keep
the Configuration Management Database (CMDB)
and the Content Management System(CMS)
updated.

2. AutoUpgrade

The process of DevOpsaims at continuous
communication betweenthe customerandthe
stakeholders. The mechanism of continuous
delivery helpsthe client to stay updated with the
latest code changes. Thisensuresthat changes
inthereleasesremaininagreement with the
client's expectations, thus, ensuring the code
updatesareinsync,andadhere to the standard
regulations.

3. Incident Management

Through auto-discoveries, such as Probe, and
AWS, physicaland virtual assetsare
automaticallyimportedintothe CMDB. It allows
tracking of allhardware and software inventory
required for operations thatis beneficial for both
the developmentand the operationsteam. There
isarequirement of reqular communication
between the developmentand operations teams
tomake properuse of thisbenefit. The
communication canbeimproved at a hierarchical
level by keepingeveryoneintheloop. Thishelpsin
managing theincidents effectively.

4. Problem Management

DevOpshelpsinautomating repetitive tasks that
lead to fasterand quality deliveries. Automated
discovery of configurationitems makesit easier
toupdate the CMDB. Thisautomationisachieved
by creatinganautomated script thatenhances
the deploymentand buildsarobust workflow to
ensure thatthe servicelifecycle undergoes
properimplementation.

5. Service Level Agreement

Services take into consideration the service
transition from design to development to
operations. DevOps makes it easier to gauge the
actionsandgiveimmediateresponsesif the
service transition from design to operations has
beensatisfactory. It uses feedbackasamedium
forthe developmentteamtoimprove the quality
of the nextrelease andreduce the cost of
disruption.

6. Application Management

CI/CT/CDincreases the delivery velocity of
businessapplications and optimizes their
performance. Thisplaysakeyroleinapplication
management by helpingin Application
Performance Management(APM)and on-premise
system monitoring.

7. Automation

The process of CI/CT/CDfocuses onautomating
your software development lifecycle without
much humanintervention. Automation helps the
clienttocut costs, speed up the service delivery
and business processautomationacross physical
assets, IT,and cloud. The processesdescribedin
the ITILv3 frameworkrely onworkflow
automation to ensure that stakeholders
understand and complete the assigned tasks.

8. Continuous Delivery

Continuous Deliveryisachieved by removing
barriersbetweenthe developmentand
operationsteamsand by creatingautomated
scriptsforthe entire application build package
anddeployment tasks. Itshortensthelead time
fornewreleases of the applications, improves
feedbackloops for quality releases, and ensures
thatinformationisautomatically updatedinthe
CMSand CMDB.
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5. HOW TO AMPLIFY THE UTILITY OF CI/CT/CD

INAMS

Letusseehow CI/CT/CD helpsincrucial AMS
processes, suchas change management, release
management, configuration management, and so
on.

1. Change Management

Everytype of changerequestisevaluatedinterms
of riskandvalue. These changerequests canbe
divided into the following categories:

- Standard change(low-risk change)
« Normalchange

- Emergencychange(needsimmediate
attention)

CDisresponsible forreducingriskand decreasing
the costof regularreleasesintheearly cycles of
the delivery process. DevOps tracks changes from
the applicationtothe deploymentlevel by
operating the business efficiently, conducting
change planning, and responding toincidents as
andwhentheyoccur.

2. Release Management

The focus of release managementistobuilda
detailed planandtest the new servicesbefore any
release or deployment. You must ensure thatitis
conductedinacontrolled premise todeal with all
the possible environmentsand outcomes. Also,
automated build and Continuous Integration
practicescreatereleasesinverifiable packages.

6. SUCCESS STORY

Nagarroworked withacustomer —aleaderin
online education—toimplementanautomated
integrationand deployment environment that
helpedinachievingshorterresolution time by
reducingthe manual efforts. The environment
wasincomplete syncwith the customer’s
strategicvision, i.e., achievingagilityinall the IT
processes.

3. Configuration
Management

Configuration Management helpsin
understandingtheinterfaces between
configurationitemstotrack changesand verify
that therightversion of the code isimplemented
(that hasnot undergone any unauthorized
changesortechnicalerrors).

Inaddition to the benefitslisted above, afew other
ways inwhich CI/CT/CD can be helpfulin AMS are:

« Analyzingthe current processesand tools
tocreateaprioritized roadmap for
optimizing the release pipeline.

- Settingup Continuous Integration, testing,
anddeployment processesfortheapps,
includingautomated testsinautomated
releasecycles.

« Automatingthe provisioning of new
environments. Thiswillhelpinsaving the
setup and maintenance costsand making
betteruse of infrastructure andslash new
environment lead times.

. Settingupacontinuous program of
improvementinstead of adopting different
isolated best practices. This helpsin
removing bottlenecksinthe delivery cycle.

« Using DevOpstoinventthingsinanagile
way and using ITSM to save money with the
ITIL processes.

Figure 3shows how Continuous Integration,
testing, and deployment was efficiently usedin
AMS.

The customerwasresponsible for sending
changerequestsandthe Nagarro support
engineers created tasksin JIRA. The following
toolset wasused:



JIRAasthe planningtool.

SVN forversioncontrolthatactedasa
single coderepository for the code
commitsincludingthe changesin the
application components. While
committing changes, the JIRAID of the
task forwhich the code was being
committed wasused asalink.

Jenkinsfor Cl. Scriptstointegrate SVN
andJenkinswere created sothaton
everycommitin SVN, ajob getstriggered
inJenkins.

JUnit forunittesting. The commands on
Mavenwereruntoexecute the test
cases.

Selenium for system testing(both dev
and staging environment).

JIRAand Jenkinsintegrationusing the
JIRA plugin.

Formore information, see https://wiki.
jenkins.io/display/JENKINS/JIRA+Plugin.
InJenkins, the following jobs were
performed:
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Inthe build phase, all the JUnit test
caseswere executed. Incase of success
or failure, the task fortherespective
JIRAIDwas updated with the appropriate
result. In case of failure, amail was sent
tothe configured email IDs.

Similarly, deployment and system
testingresultswere updatedinJIRAand
notified through emails. If the system
testingwas successful, thenthe above
procedure wasrepeated forthe staging
environment too.

Forcontinuous monitoring, Nagios was
usedasitfollowsthe client-server
architecture.In case of any misbehavior,
suchastheservernotworkingorhigh
serverload, anemailwas senttothe
engineersand to the mail server, thus
bringing OTRS into the picture. 0TRS and
Nagioswereintegratedinsuchaway
that emails were picked automatically
from the mail server by OTRS.
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Figure 3: An example of an Automated Continuous Integration & Deployment
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CONCLUSION

With all the above discussion in mind, it can be concluded that:
« ITSMand DevOps(CI/CT/CD)are not required to be mutually exclusive.
« UsingITSMand DevOps together can be highly beneficial.

« |TILis quiteimportantaround change management and applying CI/CT/CD in this process
helps in maintaining control over change management.

« BothITSMand BevOps focus on delivering value to the customer.

« |TSMprovides visibility to support the rapid pace of operations created with DevOps.

e of CI/CT/CDinAMS

y



REFERENCES

1.
2.
3.

DevOps for Dummies by Sanjeev Sharma, IBM Limited Edition
https://freshservice.com/solutions/itil-devops

http://www.enterpriseappstoday.com/management-software/6-tips-for-using-itsm-in-a-
devops-world.html

http://www.cigniti.com/blog/top-10-open-source-tools-for-testing-devops/

. https://dzone.com/articles/21-automated-deployment-tools-you-should-know

. https://dzone.com/articles/how-does-devops-handle-change-management

https://stackify.com/top-continuous-integration-tools/

. https://wiki.jenkins.io/display/JENKINS/JIRA+Plugin

Amplifyingthe Utility of CI/CT/CDIinAMS / 1



AUTHOR

Nikunj Goel is a Delivery/Program Manager with over 15 years of IT
experience. He has delivered projects in various methodologies like
Agile, DevOps, CMMIand ITIL. He has been working with Nagarro since
2012 as an offsite Delivery Manager. Nikunj holds a Bachelor's Degree in
Computer Science from a premier institute of India.

MARKETING TEAM

Shailesh Dhaundiyal LisaPradhan Mehak Vohra
Editor Content Marketing Designer

nagarro

THINKING BREAKTHROUGHS

ABOUT NAGARRO

Nagarro drives technology-led business breakthroughs for industry leaders and challengers.When
our clients want to move fast and make things, they turn to us. Working with some of our SAP clients,
we continuously push the boundaries of what is possible related to innovations through process
optimization and technology progress. Today, we are more than 6000 experts across 21 countries.

Together, we form Nagarro, the global services division of Munich-based Allgeier SE.

©2020 Nagarro - All rights reserved

CONNECT WITH US

MA info@nagarro.com @ www.nagarro.com n /nagarroinc ’/nagarro m /nagarro ([ /nagarroinc /lifeatnagarro



http://facebook.com/nagarroinc
https://twitter.com/nagarro
https://linkedin.com/nagarro
https://www.instagram.com/lifeatnagarro/
https://www.youtube.com/nagarroinc



