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INTRODUCTION

Chatting with abot, one learns the importance of real-time feedback and there

is no limitation on userinput, any user can type anything to a Chatbot. Ergo
uncertainty has always been a key challenge for testers - be it with the ambiguous
definition of requirements or with unstable test environments. But testing a
chatbot adds acompletely new level of uncertainty to a tester’s life.

Numerous platforms and tools available for chatbot development, but no
standardized chatbot testing strategy. The way testing is performed on chatbots
differsalot from the “traditional” testing(for example of an mobile application or
web portal)due to the apparent randomness of a conversation with a Chatbot.

Testing numerous clients’ chatbots and our own chatbot, we experienced that it
isimpossible to anticipate and cover all the situations that can happen during a
conversation with a chatbot.

As we introduced learning components to chatbot (Al / machine learning, intent
training), the chatbot evolved and changed its behavior compared to previous test
runs.

Any user can type anything to a chatbot, so functionality, security, performance
and exception handling need to be robust. This white paper aims to provide a
thorough chatbot testing strategy taking quality experts beyond traditional
approaches.
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1. WHAT ARE CHATBOTS?

Techopediadefinesachatbot as“anartificial
intelligence(Al)program that simulates
interactive human conversation by using key
pre-calculated user phrases and auditory or
text-basedsignals.”Itisalso known asachat
robot, talk bot, chatterbot, and an ACE (Artificial
Conversational Entity).

Insimplerterms, achatbotisanassistant that
communicateswithus through text messages,
asavirtualcompanion. Itintegratesinto
websites, applications orinstant messengers

and helps businesses provide apersonalized
experience totheirconsumers. Due toan
ever-increasingdemand, every customer wants
aneasy, 24x7accesstovariousonline services,
withinstantand on-demand personalized
(omnichannel)experience. Chatbots have
emergedasapopularsolutiontothese new
requirementsintoday’s world. Designed using Al
and machine learning, chatbots simplify and
improve theinteraction between humansand
computers.

2. WHERE ARE CHATBOTS USED?

Chatbotsare commonly used insituations which
require simple interactions withadefinedrange
of responses. Theyare extensively used for
basic customer service and marketing systems
that frequentsocial networking hubsandinstant
messaging(IM)clients. Chatbotsare also
deployedinoperating systemsas intelligent
virtual assistants. Forexample, as Sirifor Apple
productsandas Cortanafor Windows.
Dedicated chatbot appliances are also becoming
increasingly common, suchas Amazon's Alexa.
These chatbots can performawide variety of

functions, based oninputs provided by the users.

Chatbots provide the following benefits:

« Immediateresponse

. Simplification of complexactivities

« Greatappealtonon-tech-savvy
audience

« Extremepersonalizationand contextual
adaptability

« 24*T7availability

+ Crossselling, affiliate marketing, lead
generation, retail, etc.

Accordingtoan Oracle survey, 80% of
businesseswanteitherarule-basedoran
Al-based chatbot by 2020. However, buildinga
chatbotrequiresthe same componentsacross
all platforms, technologies, and domains. The
solutionisto start the development with basic
botframeworkimplementationinaprojectand
thenenhancethe solutionas pertherequired
featureandbusinessneeds.

Bot! , Let’s look for ticket!

A From New York (Any)

© to Seattle (SEA)
departing on 25th December
returning on 29th December
for 2 Adults


https://go.oracle.com/LP=43079?elqCampaignId=79575&utm_source=Triggermail&utm_medium=email&utm_campaign=Post%20Blast%20%28bii-apps-and-platforms%29:%20Microsoft%2C%20Qualcomm%20partner%20to%20build%20Windows%2010%20chips%20%E2%80%94%2080%25%20of%20businesses%20want%20chatbots%20by%202020%20%E2%80%94%20Google%20brings%20RCS%20to%20Canada&utm_term=BII%20List%20Mobile%20ALL

5. HOW DO CHATBOTS WORK?

Beforewediginto the challenges of buildinga
successfulchatbot, let's firstunderstand how a
chatbotworks. Let’sunderstand the
differentiators for various businessesand
technologies. Broadly, there are three waysin
whichachatbot canoperate.

3.1. Matching patterns

The earliest chatbots matched patternsto
classifytextand produce asuitableresponse for
customers. The Artificial Intelligent Markup
Language(AIML)comprisesadefined structure
of these patterns. Hereisanexample of asimple
pattern matchingapproach:

The chatbot willknow the answer because the

givennameispresentintheassociated patterns.

Therefore, it willrespond to anything pertaining
tothe same. However, the chatbot willnot be
abletogobeyondthe determined pattern.Foran
advanced level, the chatbot needsalgorithms.

3.2.Algorithms

Chatbotsneedtohaveaunique patternavailable
intheirdatabase foreach question posedto
them. This patternhelpsthemto provide a
suitableresponse for that question. Through
whatis knownas the reductionist approach,
algorithmsreduce the classifiersand generatea
more manageable structure. This simplifies the
solutionbyreducing the problem. Let'sassumea
setof sentencesisgivenandthisset belongsto
aclass. Withanynew sentence thatisentered,
eachwordiscountedforitsoccurrenceandis
accounted forits commonality. Each classis
assigned aclassification score. After compiling
the scoresof eachclassinthisway, the class
withthe highest scoreis mostlikely to be
associated withtheinputsentence. Thisishowa
chatbotrespondstoqueries.

With the help of equations, word matchesare
found by usingsome sample sentencesforeach
class. The classification scoreidentifies the
classwith the highest term matches, though it

<aiml version ="1.0.1" encoding = "UTF-8"?>
<category>
<pattern> WHO IS ABRAHAM LINCOLN </pattern>
<template>Abraham Lincoln was the US President during American civil war.</template>
</category>

<category>
<pattern>DO YOU KNOW WHO * I1S</pattern>
<template>
<srai>WHO IS <star/></srai>
</template>
</category>
</aiml>

Figure 1: A simple pattern matching approach
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Forexample, Asample
training set

Class: greeting
“How you doing?”
“good morning”
“hithere”

Some sampleinputs/
sentence classifications:

Input: “Hello good morning”
Term: “hello”(no matches)

Term: “good”(class: greeting)
Term: “morning”(class: greeting)
Classification: greeting
(score=2)

6 / Getyourbottosaytherightthingattherighttime

alsohassome limitations. The classification
score also signifies the most likely intent of the
sentencebutitdoesnotguaranteethatitisthe
perfect match. The highest score only provides
therelativity base.

3.3. Artificial Neural
Networks

Eachsentence/inputisbroken furtherinto
differentwordsand eachwordisthenusedasan
input for the neuralnetworks. The weighted
connections are then calculated by different
iterations throughthe training data. This activity
is performed multiple times, with each iteration
improving the weights to make itaccurate.

Anotheruserscenario: Auserstartsachatby
usingdifferent chat clients such as Skype,
Facebook, Gmail, etc. onaweb/desktop
interface orthrough a mobile interface. This

channelinteracts with the bot connect services
thatwouldreceive the message sentthrough
the different platforms. The bot framework
processesthe businesslogic, which mayrequire
interaction with the backend system for
information exchange, retrieval orto update and
sendresponsestotheuser'squeries. Fora
simple bot, itissufficient to have the business
rules which are created based on their
requirementsandinteractions with the backend
system. However, anintelligent bot, based on
Artificial Intelligence and Machine Learning, also
requires cognitive skills like NLP, utterance
development, intelligent service, intent training,
etc. Alallows the bottolearnfromits
interactions with the end-users. It canuse
analytics platforms, andintegrations with APIs,
thatfeedthe Aland provide resourcesto provide
the userwith the mostaccurate and context-
drivenresponse.

4. HOW COMPLEXISIT TODEVELOP A

CHATBOT?

Human conversations are randomand complex,
with endless possibilitiesand often come with
anuncertainty of the context. Asuccessful bot
programshould be able to handle difficult and
complex casesorscenarios that might be
unknowntoit. This situation needs tobe
consideredand addressedinadvance, while
programming the chatbot. The information
sharedwith the bot may either have enough
information ornoinformationorevenirrelevant
information. Good chatbot programming
handlesall such similar userintentsduring the
chatbot programming phase itself. An
imperative considerationis to identify the kind of
audience the botisgoingtoserve. Thisensures
thatthe conversationisdesignedinamanner
thatresonates withthe userandcreatesan
engaging end-to-end conversation with the
customer.

Itisimportanttoalsorecognize that despite the
bestof efforts, some scenarios canalways
remainunknown. Forsuch situations, the
chatbot should be programmed to move out of
complicationsand unknown scenarios, take a
conversational/humaninteractive approach or
justmoveittoahumancustomerrepresentative
attherighttime. Such exceptionsshould be

handled gracefully, and the user would feel more
comfortableand assured withahuman
interactioninsuchscenarios.

While developing a chatbot, the following
obstaclesorconsiderations should be
considered:

« Manage botbehaviorwith new unfamiliar
data. While developing chatbots,
inadequate focus on handling
unpredictable situations oftenleadstoa
failed orincompetent chatbot.

« Ensurecomplete coverage of
localization, performance & security
beyond functionality

« Choose/switch betweenvoice and text-
basedchatbots

« Understandthetargetaudience forthe
chatbot, theirrequirementsand
anticipate their queries

« Buildacut-throatuserexperience thatis
compatible with different digital
channelsandplatforms



« Ensurethechatbotiscustomizedand
fitsinwith your businessand brand
identity

« Integrate feedback frombetaphase
aftercontinuous trainingand testing

« Testcritical scenarios consideringthe
uncertainty of user conversation

« Ensuredomain-specificvalidation

« Support multi-language choice,
particularlyinvoice-enabled chatbots

« Understandthealgorithm applied to the
botandensure NLP model testing

The onlyway to build asuccessful chatbotis by
creatinganinteractive, relatable, accurate, and
reliable bot. Thisis possible whenyou have
identified the requirements besidesalso having
astandardizedand thorough chatbot testing
strategy.

5. HOW CAN A STANDARDIZED CHATBOT
TESTING APPROACH HELP?

Severalplatformsandtools are available for
testingthe chatbot development but one sore
pointwith each of themisthelackofany
standardized approach to chatbot testing.
Chatbot testingtendstodifferalotfromthe
traditional testingapproach forawebsite. Thisis
primarily because of the randomnessand
uncertaintyinthe conversation. Itisalmost
impossible to consider every possible situation
that can happenduringachatbot conversation.
Thebotinteracts with different cloud services,
different platforms and multi-channels
simultaneously. Besides this, thereisno
limitation onuserinput either, because any user
canaddanydetail in the chatbot. Therefore, a
chatbot’s functionality, security, performance,
and exception handling should be robust.

Chatbot testing should begin with manual
testing, followed by testing witha closed group
of people togetreal-time feedback. Thiscanbe
done by collectingthe dataforunexpected
behaviorandinvalid dataresponses. This will
help mature the chatbot byaugmentingitsdata
model. Although automation testing can helpin
the functionalaspect, thereisnoshortcut to
test the conversational flow. Chabot testing
must consideraccuracy of results, ease of use,
and must get theuserengagedinits
conversational flow.

Thedifferenttypesof chatbot testing that can
be performeddepend onthe chatbot's goaland
itstargeted user profile. The next section will
coverallthedifferent typesof testingwhich are
possible forachatbot.

5.1. What is the scope of

testing chatbots?
5.1.1. Personality
Doesachatbothaveitsown personality and
name that fits withits service offerings. Does
the tone of the chatbot change each time the
userconverses with the chatbot ordoes it
remain the same?

5.1.2. Onboarding

Doesachatbotwelcome and greet the user
when he/she startsthe conversation? Doesthe
chatbot mentionaboutits capabilitiesand
goals?

5.1.3. Understanding

Isachatbotable tounderstand small talk, idioms,
emojis, etc.? Does the chatbot understand the
questionbeingasked during the conversation?

5.1.4. Accuracy
Doesachatbotrespondwithavalidansweron
beingaskedaquestionby theuser? Doesthe
chatbotrespondinmultiple steps?

5.1.5. Intelligence
Doesachatbothaveanyintelligence? Doesit
remember the thingsthat have beenanswered
by the useroraskstheuseragain? Doesit
remember the context of the conversation?
Doesitrespond whenthe userasksaquestionto
itinasingle step or miss one of the steps during
the conversation?

5.1.6. Navigation
Doesachatbotallow the usertogobackand
change the context of the conversation?

Getyourbottosaytherightthingat therighttime / 7
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5.1.7. Error Management

Doesachatbot have the capability tohandle a
situationwhereitdoesnothave anyanswerto
the questionbeing asked by the user?

5.1.8. Speed

How long doesthe chatbot take to provide a
response tothe user'squery/question? Does a
chatbot take too much time torespond?

5.2.Types of testing

Listed below are the different types of testing
that should be performed forachatbot before
goinglive withit:

5.2.1. Onboarding & Personality testing

Starttesting the chatbot with some basic
questionsandcheckifitanswersalongthe
expectedlines. Q&Ashould beginwith the
broader questionsthatany chatbot cananswer
and can get specific contextually in subsequent
questions.

Onboardingand personality testingalso helpin
establishing the onboarding process, where a
userlandsonachatbotandstartsthe
conversation. The chatbot should be able to
welcome andgreetthe userand provide answers
tobasic questions. If the chatbot fails to pass
thisgeneral test, itdoesnot make sense to
proceed with the next level of detailed testing.

Beforeabotisdesigned, itisgivenapersonality
of itsown. Asapre-requisite towards building
the bot, alot of thoughtis putaroundwhat the
botwould be like, how it would respond, its tone,
itssense of humor, etc. Thisdecisiononthe
chatbot's personality depends on the business
requirementsitissupposedtoaddress. Asan
example, Nagarro’'s employee support
applicationisaninternal bot called Ginger, a
customized personal assistant. It providesall
informationabout the organization, based on
rolesassignedtothem. Apartfromthis, italso
providesinformationaboutall conferences,
events, notifications, specific alerts,
customizedreportsand more.

5.2.2. Conversation flow testing

Conversation flow testingidentifies the different
purposesthatachatbot servesandvisualizes
the flow for different purposesinaflow chart.
Thisisfollowed by preparingthe test casesforall

the different flows thatare possible duringa
chatbot conversation. Itisveryimportant to
prioritize the different flows and begin the
testingactivity with the highest priority flows, in
decreasingorder of priority.

Testing can either be performed manually or by
usingautomation solutions. Forexample, Azure,
alLUIS-basedbot canbetested manually usinga
webchat provided by Microsoft. Using the
Botiumend-to-end framework ensures
conversation flow testing. Another utility isused
toreduce writing conversation flows as test
scriptsin Botium framework by using the
Knowledge Boxrepository.

5.2.3. NLP testing

The chatbot should be tested to ensure that it
canunderstand the intent of the user’s
conversationand canrespondappropriately. In
case of aninvalid question, it should be tested to
ensurethatitrespondsbydefaultresponses.Ifa
chatbot supports featureslike sentiment
analysisand speechrecognition, these should
alsobe consideredduring testing. For NLP
testing, we need tounderstand the NLP model,
complexalgorithms, businessrules, and more
because thistestingisthe mostcomplexaspect
anddemands moreinsightsinto training the bot.
For NLP testingand real time monitoring of NLP
model test, use OBox.ai. 0Box.aihelps compare
the existing version of the bot with newly tested
versions and adds analert mechanismto get
timely notifications. OBox.ai gives adetailed
analysisreportanddrillsdownto the exact
questionthatrequiresoptimization forbetter
corrections, stability, and confidence score.

NLP testingusesautomatedtools to simplifyin
justafewclicks. Allyouneedtodoisto:

« Importthe modelfile fromthe
implemented platform on which the bot
iscreated

« Uploadthe modelfile to OBox.ai

« Addthethreshold forthe bot, and

« Executetogetthecorrectness, stability,
and confidence score of your bot
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5.2.4. Contextremembrance and switch
testing

Thistestingidentifiesthe contexts forthe
different conversation flows and thenassesses
if the chatbotreallyremembersthe context orif
itcanunderstand whether the context has
switchedin the middle of aconversation. This
testing should be done manually.

Consideracase where the userasksthe chatbot
tobook flight tickets for 3 people from Los
AngelestoNew York. If, during the conversation,
the userasksforflight options to California, the
chatbot should remember that the useris
looking for flight tickets for 3 persons from Los
Angeles. Simultaneously, the user can change
the contextand canaskabout the boarding
process.Insuchascenario, the chatbot should
switchtothe new contextandrespondtothe
conversationaccordingly. Therefore, context of
the conversationisveryimportant.

5.2.5. A/Btesting

The flow charts prepared during the
conversation flow testingdo not reflect the
unlimited possibilities of ausertoexpressan
intentwith differentword utterances. The
differentutterancesforeach stepduringa
conversation areidentifiedand each flowis
tested foreachutterance.

Asanexample, consider the case where the user
askstobookflight tickets for 3members from
LosAngelestoNew York. Theusercanaskthe
chatbot tobookticketsindifferent ways, like: "l
wantto fly from Los Angelesto New York,"or”l
need flight tickets from Los Angeles to New
York”, or“Ineedairtickets from Los Angeles to
New York”, or“Ineed tickets to New York from
LosAngeles, etc."and so on. All these different
utterances of saying the same thing of booking
flight tickets should be identified and tested.

Since thelist of suchutterancescanbeendless,
thistesting can be automated by identifying the
mostcommonutterances, by using Obox.ai for
testingintent, entity, and utterances.

5.2.6. Domain-specific testing

Achatbot should be tested by including
domain-specific keywordsin the conversation
flows. Thistestingidentifies the domain of the
chatbotandtherelevant keywords of that
domain. Once thelist of domain keywords is
identified, those keywords should be includedin

conversation flow testing. Thisensures that the
chatbot correctlyunderstands them as per the
domainitserves.

Forexample, achatbot built for IT should treat
theword“Selenium”asanautomation tool while
achatbot built for the pharmaceutical industry
should treat the keyword“Selenium”asa
chemical.

5.2.7. Limit testing

Achatbot should be tested forinvalid inputsand
tosee how gracefullythey are handled. It would
be easierto see what happenswhenthe chatbot
fails. Thistype of testing canbe done by
identifying theinvalid inputs during the different
stagesof aconversation flow and then verifying
how the chatbot would handleit.

5.2.8. Crowd testing

Thistesting focuses onhandingover the chatbot
toasmallgroup of betausers, who cantestit
withadifferent combination of valid and invalid
questions. Itassesses how the chatbot behaves
inrealtime. Crowd testing helps build human
intelligence directlyinto the chatbotandreacha
higher confidenceinterval. Thisalso helpsin
finetuningand maturing the chatbot before
goinglive.

5.2.9. Regression testing

Chatbots keep evolving continuously over time.
Itisdevelopedand tested with theintroduction
of newintentsandutterancesaddedto the NLP
datamodel. With the addition of new intents and
utterances, itispossible thatoldintentsand
utterancesarenotrecognized by the chatbot or
the chatbot’'s confidence levelreduces
significantly. Thistype of testing focuses on
running all the existing conversation flows after
eachchangetoseeifthe chatbotrecognizesthe
existingintentsandutterancescorrectly with
the samelevel of confidence as earlier.

Regression testing should be automated
becauserunningthe previous cases manually
would certainly take more time. Moreover, it
won't be feasible torunall the cases. Regression
testing can be automated by usingacombination
of toolsfor API, conversational flow, and the NLP
model.

5.2.10. Performance testing

Performance testingfocuses on the time taken



byachatbottorespondtoanyquestion, the
number of wordsreturned by chatbotinits
responses, and the number of stepsinwhich a
user'squeryisbeingresolved. The performance
isevaluated as per the number of platform
interactionsand query-basedresponsesto be
measured and optimized. Forachatbot’s
performance testing, its three main
components -the bot framework, bot service
and channel tests-mustbe tested. Bot services
canbetested using JMeter while testing the
othersdepends onhow they have been deployed.

Forexample, if the chatbotisimplemented on
Microsoft Azure using Microsoft bot framework,
bot servicesandintegrationisdone through the
bot channel. The Microsoftinternal performance
testing service performsend-to-end testing. It
also providesreal-time monitoring with
auto-scaling-afeature which canbeenabledin
case of heavyload. Oneshould neverusedirect
line to testyourbot, whichis provided by
developersforautomation conversational flow
automationandtogettheresponse fromyour
bot.

5.2.11. Security testing

The chatbot should be tested to ensure that the
privacy data shared by the user with the chatbot
duringaconversationis protectedand cannot be
usedbyany third party. We should ensure
security testing while designing the bot, and
should alsounderstand the security framework
and mitigate any risks with threat modeling.

Thisalsoincludesthe aspect of regulatory
compliance, governancerisk, and compliance &
cloud management platform. Besides this, we
should alsotest security at eachlevel of testing
and exceptional handling by using compliance
coding guidelines. We must also test
vulnerability assessmentand penetration
testing by using tools and manual security
testing. Before the chatbot goeslive, we must
betatestthe security protocoland check
whether the datagoingon the Cloud oron-
premiseissecure.

5.2.12. APl testing

Thistype of testingfocuses ontestingthe
backendservices of the bot to ensure that
services can be tested standalone with different
kinds of inputs, to expedite the testing process
without waiting for the chatinterface. Since
securityisamajorconcernfor chatbots, itis
extremely crucial to performsecurity testing of

the APIsthat the botrelies on. Security testing
should bedone for APIstoensure that theyare
free fromcommon vulnerabilities.

Thistype of testing should be automated with
the different tools available in market for API
testing.

5.2.13. Multilingual testing

Thistype of testing should be done by expert
userswho are well-versedinthe supported
language. Thistype of testing should be avoided
by usingdifferent onlinelanguage translators as
these toolsare notvery concise while
interpreting the user sentimentsand emotions.

5.2.14. Voice quality testing(listening and
speaking)

Intoday'stimes, chatbots also come with voice
supportinthe form of voice to text(Siri, Cortona),
andvoice-only(Alexa, Google Home). The initial
round of voice testingis performed by testersto
see how the chatbot understandsvoice. Once
initial voice testing gives satisfactory results,
the chatbot canbe handed over for crowd
testing. Crowd testinginvolves having users with
differentaccentstoseehowthe chatbot
understandsthem. Itisalsoimportanttocheck
forhomonyms(words which soundidentical, like
sunandson)tooduringvoice testing. A chatbot
engine should be smartenough to finetuneitself
totheuser'svoiceif the sameusertalkstothe
chatbot multiple times.

Voice testing can be done manually. For manual
testingusingvoice, we canuse any echodevice
orvirtual solutions and simulators. End-to-end
automation testingis performed by usingscripts
with componentswhichallow interactions with
voice bots, without speaking programmatically.
Continuous testingand monitoring are the last
frontiers forvoice testing, to check the test skill
onregularintervalandtonotify wheneverany
suchissuearises.

5.2.15. Spellcheck testing

Itis quite possible to make atypographical/
spellingerrorinthe text entered by the user
while performing conversational flow testing.
Chatbots should be able tounderstand the
misspelt word corresponding to the entity name,
by training themselves with synonyms for entity
name, including misspelled words which are
similarto the entity.

Getyourbottosaytherightthingat therighttime / 1
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6. BEYOND TRADITIONAL TESTING FOR
Al-INFUSED CHATBOTS: KEY

CONSIDERATION

6.1. End-to-end testing and
release process

Ideallyimplemented after functional & system
testing, end-to-endtestingisareliable method
toassure that the flow of an applicationis
performingasdesigned & asintendedright from
the start to the finish. This will help quality
expertsidentify system dependencies &
guarantee that therightinformationis
transferred fromvarious system components &
systems. Fig. 3illustrateshow to test end-to-
end conversational flow, naturallanguage
understanding & self-improvement attributes.

6.2. Measure the
effectiveness of your
chatbot

To evaluate achatbot's effectiveness, the
following metrices should be measured. These
identified metricsare acomprehensive toolset
that provide value to the usersand help track the

Cloud/On-Premise Solution

Conversational
Management

Admin

overall performance of the chatbot.

NLP providesautomatic simulation of a natural
language thatresembles speechand text. Itisa
subfield of computer science, concerned with
theinteractions between computersand human
languages. NLPisallabout creatinginteractions
between computersandthe usersby
understandinginputs. Thisisachieved by
translatingtheminto their known language.

6.2.1. Comprehension capabilities

Good comprehension capabilities of a chatbot
ensureagoodtextinganderror-free experience
forthe user. Whenauser makesaspelling
mistake ormakesanerrorinasentence, the
chatbot should enable the‘auto-correct’feature.
The Bing Spell Check APl from Microsoft's
Cognitive Servicesisthe best example of
comprehension capabilities. This cognitive
service addsintelligence to chatbots with spell
check capabilitieslike'Spell’for web searches,
toreturnbettersearchresultsfortheuser.

=

=]

S
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Entity v
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Synonyms

Action Binding

Figure 3: End-to-end automation testing framework



Response speed of achatbot
should be quick and capable of
deliveringresponses
immediately foreffective
interactions.

SCALABILITY

Tosupportnumeroususersand
additionalmodules at the same
timeaccommodateitselfin
mostserverenvironments, the
chatbot should support various
domaintechnologies.

USERENGAGEMENT

The chatbotshould be capable of

initiating the conversation with users

andinteract with themto share

informationand engage with them. It
should classify the targetaudience,

deliver meaningful message and
optimize the existingmodel.

Further, chatbotsshould also have two types of
intentunderstanding abilities:

1. Text-based understanding -to quickly
understand theintent/departments/
entitiesbehind the questionsand
statementsthe useristexting.

2. Chatbots should be capable of ‘balanced
text-use’. This meansthatachatbot will
use the combination of both short
descriptionsand engaging content like
richmediatohold the user’sattention.

6.2.2. Userengagement

Good chatbots should be capable of initiating a
conversationwith the usersandinteractingwith
them toshareinformation. Apart fromthis,
chatbotsshould be built to classify the target
audience, deliver meaningful messages, take
directordersfromusers, and navigate layouts.
Chatbots should also be designed to answer
frequently asked questions(FAQs)of users, by
accessing personalinformation, account status,
purchase history, previous actions, and more.
Theseuser-engaging attributesleadtoagood

userretentionrate.

Figure 4: Parameters to evaluate chatbot effectiveness

6.2.3. Speed

One of the prime intentions for the existence of a
chatbotistohelptheusersinstantly, thanksto
theirinstantresponse mechanism. When
buildingachatbot, itisensuredthattheyare
integrated with knowledge-based database and
programmed to fetchinformationandrespond
quickly. Thisleadsto promptand effective
interactions with the users.

6.2.4. Functionality

Goodchatbotscanbe createdthroughavariety
of well-designed functionalities such as
onboarding, rich media use, and navigation that
lead toagreat conversational flow. Forinstance,
chatbots should welcome users withaseries of
onboarding steps. They canalso use engaging
richmediaimages with text to capture theuser’s
attentionandto provide navigation tools to help
the userswith the layout.

6.2.5. Interoperability

Interoperability simply means the ability of
computersystemsorsoftware applications to
exchange and make use of information. A

INTEROPERABILITY

The chatbot should be able to
collectrelevantinformationand
be configurable tochange
settingwith the selected
channelby theuserandcanbe
interchanged quickly.

FUNCTIONALITY

The chatbot should have
well-designed functionalities,
richmediausage, and easy
navigation which leadsto great
user conversationjourney.

COMPREHENSION
CAPABILITIES

The chatbot should ensure a
goodtextinganderror-free
experience forthe useraswell
ashave auto-correct feature.
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well-designed chatbot should be deployedin BSWhy should chatbots be
suchamannerthatitcansupport multiple based on NLP,?

channels suchas Teams, Skype for Business,
andweb browsers. Users should be allowed to
quickly change the settingstorunthe chatboton  6.3.1. Intentrecognition
any selected channel. Thisallows usersto get

maximum searchresults fromvarious channels. 1. NLPcanbreakdown chatbottaskstoa
fewwords, to find the meaning of each
6.2.6. Scalability word. It canrecognize the intention of
the customers by analyzing the typical
Good chatbots should be scalable enoughto human command structures. NLP
supportnumerous usersandadditional modules acceptseachword tointerpretthe
concurrently. Achatbot should be built to synonyms of evidentand non-obvious
accommodateitselfin most server words correctly.
environments as per the various industry
requirements. Achatbot should be capable of 2. NLPintentrecognition not only matches
working oneither of them, irrespective of server the utterances with the taskand but also
environment. with theintended function. Thisisdone

inthe following ways:
6.2.7. Key Performance Indicatorsina

chatbot - Differentiating numeric words from
digits

Tomeasure the performance and capabilities of

chatbot, itisveryimportant tofirstidentify and « Removing capitalization from common

measure the metrics which canhelpin nouns by organizingrecognizing proper

identifying the opportunitiestoimprove the names

chatbot. Figure 5shows the key metrics that can

be considered asthe key performance « Personalizing messages, replacing

indicatorsinachatbot. defaultand universalwith uniquely

configured customized messages

o O Helps understand the successfulengagement of the
Goal completlon rate = 01 users with the chatbot
% 02 Measures successful completion of the task without

Self-service rate any customer supportintervention

Measures how the chatbot's Aland ML capabilities
haveimproved over time

User retention rate 04 Measuresthe users’returninagiven time frame

Helps understand the failure rate of the chatbot

Fallback rate

Figure 5: Key performance indicators in a chatbot
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“The limits of my - Making continuous chatbotvocabulary  6.3.3. Overwhelmlanguage barriers

language are the limits expansion possible by using ML for

of my world.” addingsynonyms, and by alsoincluding ~ “Thelimits of mylanguage are the limits of my
—Ludvvig Wittgenstein pre-programmed synonyms for both world.” - Ludwig Wittgenstein
typesofresponses

Language barriers should not serve asany

« Developingvocabulary transfer from limitation torestrict businesses. Intoday’s day
one chatbottoanotheris made andage, businessesregularly rely ontranslation
possible of textand voice. NLP-based chatbots can easily

interpret messages despite any mistake.
« Removingapostrophesand expands
contractions to simplify processing of 6.3.4. Understanding morphemes & slang
tasks of differentlanguages

« Enablingsame way process of singular NLPenables chatbotstounderstand

andpluralnouns morphemesand abbreviations acrossdifferent
languages. Italso allows learning slang thatis
3. Understandingsingle verbs similartoahuman and makes chatbots more
communicatedindifferenttenses believable, with fewererrors.
6.3.2. Entity extraction 6.3.5. User experience
NLP allows developers to designate entities or NLP fulfills customerrequirements with better
thefields, data, orwordsthatarenecessaryfora  clarityandaccuracy. Ithasbecome popularin
chatbot. It enablesthe chatbotto complete businessesbecause of its ability to provide a
tasksas perdate, time, person, descriptions of betteruserexperience acrossapplications like
products, and other criteria. You cando so by chatbots, social medialistening and texting, and

identifyingthe user'sutterancesacrossallfields  voice-enabled applicationsanddevices.
tomatchthe taskat hand. Italsocollects

additional field dataas perrequirements. Inthis globalized world, NLP’s translational and
otherfeatures extremely valuable and sought-
NLPrecognizesthe criticalnuancesofa after. Whichiswhy, NLP-based chatbots
human’s naturallanguage and mitigates improve customer experience. You can fulfill the
potential misinterpretations. It helps chatbot expectations of today’s millennial users around
developersto customize, expand, andre-use the globe with NLP's businessintelligence.

vocabularyandevery natural variation easily.
The goalistocomplete the task by fillinginthe
gapsandbyignoringunnecessary details
through adeductive process.
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6.4.ldentify advanced
chatbot security threats

Therearetwo typesofrisks/hazards to chatbot
protocolsthat one should guard against:

Threats

Threatsare one-off events, suchas malware or
DDoS attacks. Business-specific targeted
attackscanlockyououtof yoursystemandcan
holdit hostage. Alternately, hackers can
threatento expose(ostensibly)secure customer
data. Threatsrely onsystemsbeingvulnerable
toattack because of poor security such asweak
firewalls oropennetworks. Your must ensure
thatthe firewallsare robust. The first layer of
defence should deter most attacks before they
getanydeeperintothe system.

Vulnerability

Asystem canbe compromised because of weak
coding, poor safeguards, or the weakest linkin
the chain, usererror, etc. All systems have weak
spots-nosystemisentirely‘hack proof”.
However, chatbots can presentasolution to
these weaknesses. Theiralgorithmsare so
complexthat theyreduce the vulnerability of a
systemthroughaweb of integrated security
protocols. Thus, notonly canagood chatbot be
aneffective interface betweenbusinessesand
their customers, it canimprove their security as
well.

6.5.0vercoming threats and
vulnerability by securing
chatbots

While chatbots are relatively new, the protocols,
the systemsandthe codingused to protect them
arealmostidenticaltothose usedinexisting
HIMs. Theyinteractacross platforms that

already have theirowninternal security systems.

Thismeansthat fromthe veryoutset, usersare
protected by multiple layers of encryptionand
security.

Thetechniques developerscanusetoprotect
the systeminclude:

« Biometricauthentication: Irisscansand
fingerprint scansareincreasingly
popularandreasonably robust, thanks to
advancementsinbiometrics technology.

« Two-factorauthentication: Usersare
required toverify theiridentity through
two separate channels. Despite being
‘old school’, sometimes such tried-and-
tested methods are the best form of
defense. Two-factorauthenticationis
stillused by many financialand banking
institutions.

« UserID: The most familiar method of
security tothe average digital customer,
user IDsinvolve creating secure login
credentials, including passwords that
arenot theirpet’snamesorjust the word
‘password”.

« Authentication Timeouts: A'ticking
clock'forcorrectauthenticationinput
canpreventrepeatedattemptstotryand
guesstheirwayintoasecureaccount by
hackers.

« End-to-Endencryption: Thisstops
anyone otherthanthe senderand
recipient fromseeingany part of the
message. Thiscould beincorporated
intochatbotsverysoonandis
undoubtedly one of the mostrobust
methods of ensuring chatbot security.

+ Othermethodscouldinclude 2FA,
behavioranalytics, and eventhe
continuing evolution of Al itself.

Despitealltheadvanced infrastructure, coding
and guidelines that we may follow, thereis
always speculation around the efficiency of
chatbot security. At Nagarro, we abide by the
followingactionstoenhance chatbot security
(thesearealso considered during testing and
while using staticand dynamic security testing
tools, andin APl testing):

1. Ensuringprivacy encryption of
customerdata

2. Validatingnetwork security

3. Verifying the highest level of
authorization protocol

4. Checking forauthentication time out

5. Validating the compliance guideline

8. Verifyingsecurity threatat each
integrationlevel



7. WHAT ARE THE SUITABLE CHATBOT

TESTING TOOLS?

Only afew toolsavailable in the market can help
inautomation testing of the chatbots. The
following testing tools can help youwith
automation testing of different conversation
flowsand NLP datamodels:

1. Chatbottestisanopensource guide that
helpsyouidentify anyissues with
chatbot designundersevendifferent
categories - Personality, Onboarding,
Understanding, Answering, Navigation,
Errormanagement, and Intelligence.

2. Botiumisatestautomationtoolto
automate the conversation flows.

3. TestMyBotisatestautomationlibrary for
chatbot conversations. Itincludestools

forrecordingandreplaying
conversationsandintegrates with CT/Cl/
CD pipelines(Continuous Testing,
Continuous Integration, Continuous
Delivery).

. Obox.aiisanautomation tool that helps

to quickly and easily understand, analyze,
andimprove the performance and
results of chatbotsand conversational Al
platforms.

. Out of these testing tools, Qboxand

Botium are the most popular tools for
automation. OBox helpsintesting the
NLP modeland Botium helpsintest
conversational flow, which is easily

integrated with Selenium.
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CONCLUSION

Gartner predicts that by the end of 2019, 40% of enterprises will be actively using chatbots
to facilitate business processes by using natural-language interactions. Many industries
across the globe like healthcare, e-commerce, banking, financial, IT, customer service,
retail, etc., are adopting artificial intelligence (Al)-powered chatbots to automate a range
of tasks and simplify business processes. Entering chatbot development is still easy

and quick. However, to accomplishing today’s Al-based bot demand and testing these
automated bots with diverse technologies and platformsis very difficult. To some extent,
we have covered all the testing areas to ensure our chatbot can work as required and

as expected. A human-centric approach to Al can make all the difference. The key to
successful bot testingis to have a continuous train-and-test approach.
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